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THE PROBLEM

Organizations today 1) They have too few data points or biases in the data
cannot make the best
use of their data assets

because of 2) GDPR and similar data protection regulations

3) Data is considered to business sensitive to share



WHAT

)

Not
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Synthetic data is generated artificially to
replicate the statistical properties of real data

but without any identifiable information in
the new data set.



Innovate, test & share your data
in a simple & clever way
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HOW

Syndata has built a synthetic engine that can
create synthetic data of different quality
depending on the purpose of the synthesis.
It's as simple as

1. Upload

2. Specify
3. Generate
4

Download

Or through an automated process



HIGH LEVEL ARCHITECTURE

Sensitive data, due
Prod DB eller

- ) to GDPR or

===g replika commercial, remains

Wy Read only access within existing
MSSQL Server infrastructure
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The engine automatically
e, Syndata compares the two data sets.
& . Results and conclusions must
Eng-' ne be the same.

‘ All data 1is released for
unrestricted use and
sharing.
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HIGH LEVEL ARCHITECTURE

« Syndata engine reads from -
prod DB, synthetize the data, Prod DB or replica E

and saves results to a Read only access
synthetic DB. l MSSQL Syerver

(

» This can be done via a batch
jOb (ETL ML pipelineS) or on ° The engine automatically
demand_ -<—> Syndata Engine compares the two data sets.

Results and conclusions must
be the same.

., —
» Users with enough clearance
interact with engine (webapp
or via APl) ‘ &= Synthetic DB
s%a; < - Wm0 \SSQL Server

« DB Infrastructure and other T
provided by client




LOW LEVEL ARCHITECTURE

* Syndata engine is a combination of 3 services: T
+  Syndata API (main engine) ’

Prod DB or replica

*  Webhook server (for fetching latest build) i Read only access
* NGINX (for serving webapp and webhook)
MSSQL Server
* Services are docker containers, and today run in a
VM with docker-compose orchestration

4 Syndata API The engine automatically

(

* Kubernetes/Redhat Openshift can be applied to &<_>
substitute VM and scale service as required

- compares the two data sets.
& \Webhook Results and conclusions must

dNGlNX be the same.

+ Additional database for holding Syndata Engine . b
data. This can be same as synthetic DB l
« External interactions: Synthet|c DB
*  Webhook events (latest build, etc)

+  AuthO authorization provider (outgoing only) - MSSQL Server

* Monitoring

(




Health-care

VA

Al

SWEDEN

region
vésterbotten

Region Vésterbotten want utilize Al modules for predicting
time to discharge patients in intensive care
(recovery/other) from their Patient Data Management
System.

DATA COLLECTION & Al CHALLENGE
- Source: < 2000 patient observations with multiple
parameters.

- Sensitive data (not possible to share between regions).

SYNDATA ENGINE ENABLED

- Generated a synthetic copy of the data sets. into
scalable data to train the Al models

- Reviewed: Predictivity, Robustness, Evaluation

LINK
- https://www.ai.se/en/projects-9/information-driven-

healthcare/synthetic-data-in-intensive-care

“Especially impressive
is how the Syndata
models have low error
rate, i.e., they are
capable of ranking
patients according to
the care length.”


https://www.ai.se/en/projects-9/information-driven-healthcare/synthetic-data-in-intensive-care
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